YEPLVAPLO ZWTIKNG ZNHATIOG
«Security by Design: Navigating Cyber Challenges with IoT and
Blockchain»

1. AVAYKN KOTAPTIONG

Al technology solutions can look through vast amounts of data to detect malicious activity as well as automate many security processes thus facilitating the organization to address possible threats.

loT and the broader cyberphysical systems technologies essentially lead to a direct integration of the physical world with computer-based systems (cybersystems).Thus, they enable technological
advances in critical areas, such as personalised healthcare, emergency response, traffic flow management, smart manufacturing, and energy supply and use (NIST, 2017), resulting in efficiency
improvements, economic benefits, and reduced human effort.

0T is a rapidly growing industry: the global number of connected devices is growing 16% in 2023 (lIoT Analytics, 2023). The IoT market forecast predicts ~16.7 billion connected devices by the end of 2023
and 29.7 billion by 2027.

Adoption of 10T presents many security challenges but the value added from the use of data produced by such a layer is withessed by its rapid adoption. Therefore, a robust security strategy is essential
to safeguard against possible cyberattacks on lIoT devices connected to the network.

Blockchain technologies provide a system of electronic records that enables independent entities to establish a consensus around a shared ledger without relying on a trusted central coordinator to
provide the authoritative version of the records. Such an environment where transparency and security are enhanced, enables improved transaction monitoring and tracking.

Specifically, the business value of leveraging these emerging technologies to navigating cybersecurity threats lies in their ability to:

1. To detect unusual behaviors and restrict unauthorized access to systems

2. Minimise possible risks

3. Help prioritize risks

Secure loT devices on the organisations’ network

2. Meprypaen Mpodiaypa@ng

This course is designed to explore the latest developments in emergent Internet of Things (10T) and Blockchain technologies and how they can assist in addressing cybersecurity challenges.
Participants will learn about cybersecurity frameworks and how these guidelines are designed to assist organizations better understand and manage cybersecurity risks for their organization.
Through hands-on group activities, case studies, and expert presentations, participants will gain a deep understanding of how to identify and prioritize security risks and how risk mitigation strategies
involving loT and blockchain technologies can protect their organization from possible threats and vulnerabilities.

3. ZTt6XO0!1 IOPLHATIKOU TIPOYPAUMATOG
META TO TTEPAC TNG KATAPTIONG Ol EKTTNIOEVOUEVOI TIPETIEL VU Eival o€ BEon va:

ETtiTtedo yvwoewv:

eNa TTEPIYPAPOLV TNV O&io KOl TOV AVTIKTUTIO OTTO TNV €Qappoyn Twv teXVoAoyiwv loT Kai Blockchain otnv avtipet@mion éavov arteIA@v KOt TNG ACPAAEING TIANPOPOPIWV Kol SESOPEVWV TNG
ETUXEIPNONG TOUG

eNo S10TUTTWVOULV TIG SIAPOPEC MEBOBOAOYIEG KOl TIPOKTIKEG OVTIMETWTIIONG YIO HEIWONG KIVOOVOUL OTIWAEING TIANPOPOPIWV N/Kol SESOUEVWV TOU OPYUVIGHOU

eNo aTTOPIOHOVV KOl VO TIEPIYPAPOUV TA SIAPOPU EPYAAEIN KOl TIEDIO EPUPHOYWV TWV TEXVOAOYIwWV I0T Kol Blockchain gtnv avtiJeTOTIIOT TUONVOV ATIEIAWV KOTA TNG OCPAAEING TIANPOPOPIWV KOl
0cd0HéVV.

EmtiTtedo dedlotntov:

eNa epappolouv 10 dlabéaipa epyaAcia/TtAaTOppeG TeXvoAoyiag IoT kai Blockchain gtnv avtigeToTTIoN THONVOV ATIEIAWVY KATA TNG KTOAAEING TIANPOPOPIWV KOl SEGOMEVWV OTIWG ETTIONC KOl GTO
OXESGIOOUO OTPATNYIKNG

eNa e€dryouv Kol va €TtEENYOUV GUUTIEPACHOTA OTTO TNV £QAPHOYN EPYOAEiwV TNG TEXVOAOyiag lo, kal Blockchain atnv avTtiJeT®TIION TUHOAVEOV ATIEIAQV KOTA TNG ACQPAAEING TIANPOPOPIWV KOl SESOUEVLV.

EmtiTtedo Ztdoewv:
eNa TTOPAKIVOUV Kl Vo SIAKEIVTOIL OETIKA TIPOC TNV LVIOBETNON VEWV TEXVOAOYIWV KOl EPYNAEIWV GXETIKWV HE TNV KLUBEPVOUTPOAAEIQ.
eNa ocuvepydlovtal (evO0- KUl SIN-THNHOTIKA) HE CUVOSEAPOULG XPNOIHOTIOIVTOC VEEG TEXVOAOYIEC OXETIKEG ME TNV KUBEPVOUCPAAEIN TIPOG ETLITEVEN TNG BEATIOTNG AEITOLPYIO TNG ETAIPEING TOUG.

4. ZTOX01 EVOOETUIXEIPNCINKOU HEPOLC

The overarching goal of the on-site consulting sessions is to apply the knowledge acquired during the first two days of training and:
1.1dentify potential security vulnerabilities within the participant organization that will assist employees to understand how learned techniques can safeguard against possible threats
2.ldentify potential security risks and help the company formulate a realistic strategy / path to a tech maturity state where it will be able to integrate these emerging technologies (IoT ka1 blockchain)
3.Assist participants to apply tools and techniques learned to better understand and address possible security threats

Electi’s team will recommend pilot projects involving lIoT and Blockchain that the companies can start working on to navigate cyber challenges
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5. Meplypa@n vTTOYN@iWV Yo GUMHUETOXNA

This program is designed for all businesses that seek to harness the potential of emerging technologies and how these can help navigate their organisations through security challenges. [1] These
include companies involved in healthcare, supply chain logistics, manufacturing, energy supply to name a few.

Specifically, it is aimed at executives/ decision makers, managers at the mid- and upper-level who want to learn how to apply these techniques to mitigate potential threats and ensure uninterrupted
business continuity.

6. Méoo Kataptiong

Computers (desktops and laptops)

Internet: Search engines, YouTube

Software: Presentation (Power Point), Kahoot

IoT and Blockchain production-ready platforms/tools

7.YAIKa Kataptiong
EKTtondeutikG eyxeipiola: Presentation Slides, use cases, Research and Business/industry reports

8. MAWo oo SI0ATKOAING
Greek & English

9. ZVoTNUA THPNONG OTOIXEIWV
Mot tipnon TapPovciIoAoyiov TNV TIAATQPOPUN EpHNG.

11. Z0otnua aéloAdynong

1I6pupaTiké Mépog

AIOHOPYWTIKNA: N KATAANKTIKA GLUVESpIiaGN TNG TIPWTNG MEPOC B TIEPIAAMPBAVEI NAEKTPOVIKO QUAAO EPYOCinG HE AVOIKTOU | KAEIGTOU TOTIOL EPWTATCEIC.

ATIOAOYIOTIKA: OTNV KOTOANKTIKA GLUVESPIaGN TNG SEVTEPNG HEPUC OO LTTAPXEI CUVEPYNTIOKEVTPIKE TIPOKTIKA AOKNON TTOU B aTtoCKOTIEL 0TV TEAIKNA OE1I0AOYNON/ATTOTIiMNG N OAGKANPOUL TOU
T(POYPAHMOTOG.

12. MePIEXOUEVO KATAPTIONG EVOOETUXEIPNTINKOU HEPOUG

Electi Consulting’s team will circulate a questionnaire to the companies ahead of time in order to assess the security levels and tech maturity of the company (e.g., existence of data and their quality,
information systems used, security protocols in place, culture etc.), the challenges faced and future goals.

The team will then arrange a meeting and will visit the physical premises of interested companies to:

eShare the material prepared on how to address cybersecurity challenges specifically to the industry the company operates in

eDiscuss use cases relevant to the business.

e Recommend pilot projects the company can start on involving loT and Blockchain to navigate cybersecurity challenges.

13.Moto1T0inCN KOATAPTIONG
ATtovépetal Motottointike Katdptiong 6€ 0G0UE CUHMMETEXOVTEG 0 OAOKANPWOOLV UE ETTTLXIO TO TIPOYPAHUUN. TO TUIGTOTIOINTIKO KATAPTIONG eKSideTan aTto To KEK Kol 00 ava@Epel 0TI TO TIPOYPUAUMA EXEL
EYKPI0ei artéd tnv Apxn Avarttuéng AvOpwTtivou AvVOHIKOU.

14.EKTTOOEVLTEC
Dr. ©€0660n¢ Moupoulng
Managing Director of Electi Consulting Ltd

Dr. Zo@ia-Mapia Afjpa
Software Architect | Head of Engineering at Electi Consulting Ltd
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15. AIKOiWHO ZUPMHETOXAG:

To Ttpoypappa £XEl EYKPIBei artdé tnv ApX Avarttuéng AvopwTtivouv Auvoapikol (AVAA) w¢ TIPOYPOUHA {WTIKAG ONHOCioG.
To ocepivdplo erixopnyeital €€’ OAOKARPOUL a1té TNV AVAA Kol WG EK TOUTOU J€V LTTAPXEI OTTOINSATIOTE OIKOVOUIKNA ETURAPUVGCN YIX TIG ETUXEIPNTEIG.
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